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Two types of correlation analysis: a) Country (node) level correlation
and, b) Network level correlation. Country level analysis uses the
Pearson's correlation coefficient and related significance testing.
Network level analysis uses the Quadratic Assignment Procedure

attacks, what are the motivations?
*DDoS attacks data shared by Arbor Networks from June 2013 to
Mar 2016 is used to build a cyber-attacks network.

*Using aggregate country-to-country attacks, we summarize the Network  |GDPPer |internet  |ICT ICT Import | CPIA Sentiment
major players and trends in cyber-attacks in graphs below: Bandwidth |Capla | eersper O | A catay
population

Attacks Sent 053 015 017 018 019 0.1 0.028
(P=0000) |(P=0.0544) |(P=0.0283) |(P=.0194) |(P=0116) |[(P=.1591) |(P=.7197)

Attacks 049 .12 015 16 25 -.098 -0.063
Received  |(P=0.000) |(P=0122) [(P=0.0549) |(P=.0418) |[(P=.0009) |[(P=.2031) |(P=0.4178)

= | Bandwidth of cyber attacks has medium correlation with internet
bandwidth, and small correlation with GDP per capita, Internet
Users per 100 population and ICT index of a country.

| Variable Description l Correlation ] Significance ] Euclidean Distance ‘
Network: Alliance_Hostility 0.023 0.000 101901.944
Network: common_language_network -0.009 0.181 101906.443
Network: corruption_network 0.029 0.004 101883.500
Network: 0.014 0.024 101897.645
Country_to_Country_Average_Sentiment
Attacks Received Network Attacks Sent Network Network: GDP_PC_Difference 0.032 0.013 2688571.100
Network: Internet_Bandwidth_Difference 0116 0 160197247.030
Network: min_distance_network 10.008 10.150 1702619.996

Targets Trend- Mean number of Attacks Received per day vs Year (June 2013 - Mar 2016)

. = attacks).
S % - *Majority of attacks originated from China (20,443 = 27.4%)
] : attacks followed by the USA (20356), Netherlands (5436), Germany
(2695),Korea (2122) and Brazil (1926).
Attacks target trend indicates that the average number of DDoS | | *Average number of DDoS Attacks per day on the USA decreased
Attacks per day on the USA decreased from 2014 (108.5) to 2015 from 2914 .(108.5) to 2915 (54.6). In contrast, attacks on European
(54.6). In contrast, attacks on some European countries like countries like France increased 2014 (17.5), 2015 (22.8) to 2016

France has increased 2014 (17.5), 2015 (22.8) to 2016 (43.08). (43.08).
( ) ( ) ( ) Attacks originating from the USA, China, Netherlands and

Attackers Trend- Mean number of AttacksSent per day vs Year (June 2013 - Mar 2016) Germa'ny decrea_sed _in IaSt three years’ bUt attaCkS from Ot_her tOp
» attacking countries like South Korea, Brazil, UK and Russia
» -~ remained stable.
*DDosS attack are more concentrated in high internet bandwidth

5 ~n countries (Corr: 0.53, pval = 0.00).
'-° - *Weak correlation (Corr=0.032, P = 0.013) of cyber attacks network
o : — -~u with GDP network (per captia difference) indicates wealth

2t il - (economic) difference to be an important factor.

This work was supported in part by the NSA under Award No. H9823014C0140, by a MURI N000140811186 on adversarial reasoning, and the Center for
Computational Analysis of Social and Organization Systems (CASOS). The views and conclusions contained in this document are those of the authors and
should not be interpreted as representing the official policies, either expressed or implied, of the National Security Agency, the Office of Naval Research, or
the U.S. government.

Www.casos.cs.cmu.edu

Electrical & Comlpute IST S

ENGINEERING e



