Carnegie Mellon

(;ASO Do Computer Networks Have a Pulse? Computation,
Detecting periodicity and change in autonomic nefflow &;ﬂ?e'}'j“t"'"s
Geoffrey Dobson Kathleen M. Carley
gdobson@cs.cmu.edu kathleen.carley@cs.cmu.edu

Cyber Situational Awareness continues to Collect Autonomic Inflow

prove elusive to IT managers in all sectors of Bytes = 1 - 96, no flags, packets < 3
society. Although many tools exist to provide | == BF LB
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cyberspace for organizations, to date, no tool
exists that gives information owners perfect
awareness. This project aims to improve
cyber situational awareness by utilizing
network level measures. One full month of

Netflow data was collected from a live (Flle Edit Freferences DataManagement Generate N
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driven outflow, autonomic inflow, and
autonomic ?UfﬂOW. The.n,'fhe data was Results petect Periodicity
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e | This project provided a proof of concept that
'l | ] 'w‘ 'I1 'L "‘,‘ L !\ network level measures can provide improved
TR BAREEEUESERRALARY ;m:,g’"2“u\.lﬁ’\ﬂ““\"x."L._,‘L"r_jgl\u“JUN cyber situational awareness. Standard volume
ST, e | based nefflow analysis lacks level of detail that
network science can provide. Future work will
include attributing network change detection

results to operational network anomalies.
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