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Changesn observedsocialnetworksmay signalan underlyingchangewithin an organizationandmay evenpredictsignificanteventsor behaviors The
breakdowrof at e a @fféctivenessthe emergencef informal leaderspor the preparatiorof anattackby a clandestinenetworkmay all be associateavith
changesn the patternsof interactionsbetweengroup members The ablility to systematicallystatistically,effectively and efficiently detectthesechanges
hasthe potentialto enablethe anticipationof changeprovideearlywarningof changeandenablefasterresponsdo change By applyingstatisticalprocess
controltechniguego socialnetworkswe candetectchangesn thesenetworks Hereinwe describethis methodologyandthenillustrateit usingthreedata
sets,of which thefirst Is datasimulatedusingmulti-agentsimulation,the seconadealingwith the email communicationeamonggraduatestudentsandthe

third the perceivedconnectionamongmemberf al Qaedabasedn opensourcedata Theresultsindicatethatthis approachs ableto detectchangesven

with the high levelsof uncertaintynherentin thesedata
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These networks representr&il communication over a period of 14 weeks. What is an average network? When did a statigndatignt change occur?

Method: Social Network Measures Method: Statistical Process Control

S

Network measureganbe calculatedirom the entiregraphor for each StatisticalProcesontrol (SPC)is atechnigueusedby quality engineers
iIndividual node Centralitynetworkmeasuresuchasbetweennesand to monitor industrial processegor change Once a changehas been
closenesarewidely usedfor their easilyappliedpracticalapplications detected,the engineersdeterminethe most likely time the change
In determininghow informationspreadshrougha socialnetwork For occurredto re-examineandresetthe procesdo avoidfinanciallossfor

llustration this paper will use one graph level measure,density the company The CUSUM control chartis a widely usedSPCmethod
(Coleman and More, 1983; and two individual node measures derivedfrom the sequentiaprobabllity ratio test (SPRT)(Page,1961).

averagedver the graph,closenesgFreeman1979 andbetweennes The CUSUM controlchartsequentiallyjcompareghe statisticC against
(Freeman]1977). Thesearechosenbecausdhey arecommonlyused a controllimit h until C > h. Sincewe arenotinterestedn concluding
In the literature and representa range of the types of measure thatthe networkis unchangedihe cumulativestatisticis givenby,

availablefor changedetection

. The statisticis comparedo the constantcontrol limit, h. If C* > h, then

Performance on Simulated Data the control chart signalsthat an increasein a network measurehas

Simulateddatais usedin order to inject an organizationalchangeat a occurred Sincethis rule only detectsincreasesn the mean,a second
definedpointin time. With simulateddata,SNCD canbe exploredin a cumulativestatisticrule mustbe usedto detectdecreases the mean,
more controlled series of virtual experiments For this initial which signalsadecreasé anetworkme a s umeagvihen,
Investigation we usea multi-agentsimulationof a 100 nodenetwork,
usingthe Constructsimulationmodel

- BeforeChange Performance on ReaWorld Data

After Change / The Tactical Officer EducationProgram| Open source snapshots of the annual
(TOEP) is a oneyear graduate communication between members of
programrun as a joint effort by the the al Qaeda organization from its

Forillustration. the A Bet . < sh £ United States Military Academy founding in 1988 until 2004 are
or liustration, the Averagepoetweennesmeasuravertime IS snownior (USMA) and Columbia University investigated.

botha networkthatdoesnot changeaswell astheabovechange Social network data on email
communicationwas collected for 24

/ No Change weeks

Changeat 20 —

The CUSUM statisticis plottedfor the sameseriesof graphsovertime.

/ No Change

Changeat 20 "

The CUSUM detectsthe week of the | The CUSUM signals a change in 2001.
comprehensiveexam The change The change point, 1997, was the ye:

Social Network Change Detection provides a much more dramatic point was the week that study that AFQaeda organized the Islamic
indicationof the changeattime period20. questionsveresentto the students Front and planned offensive

operations.

This work is part of the Dynamics Networks project at the center for Computational Analysis of Social and Organizational Systems (CASOS) of the School of
Computer Science (SCS) at Carnegie Mellon University (CMU). Support was provided, in part, by National Science Foundation (NSF) Integrative Graduate
Education and Research Traineeship (IGERT) program, The Army Research Institute for the Behavioral and Social Sciences, the Army Research Lab, and the
U.S. Military Academy. The views and proposal contained in this document are those of the authors and should not be interpreted as representing the official
policies, either expressed or implied, of the, the National Science Foundation, the Army Research Institute, the Army Research Lab or the U.S. government.

| WWW.Cas0Ss.Ccs.cmu.edu

@i e e R AR R ol e

e
=
3

,,F RESEARCH
hfwnmhﬂh
ik | R R

Ad




