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Social network data on email

communicationwas collected for 24

weeks.

The CUSUM detects the week of the

comprehensiveexam. The change

point was the week that study

questionsweresentto thestudents.

Open source snapshots of the annual 

communication between members of 

the al Qaeda organization from its 

founding in 1988 until 2004 are 

investigated. 

The CUSUM signals a change in 2001.  

The change point, 1997, was the year 

that Al-Qaeda organized the Islamic 

Front and planned offensive 

operations.
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Changesin observedsocialnetworksmay signalan underlyingchangewithin an organization,andmay evenpredictsignificanteventsor behaviors. The

breakdownof ateamôseffectiveness,theemergenceof informal leaders,or thepreparationof anattackby a clandestinenetworkmayall beassociatedwith

changesin the patternsof interactionsbetweengroupmembers. The ability to systematically,statistically,effectively andefficiently detectthesechanges

hasthepotentialto enabletheanticipationof change,provideearlywarningof change,andenablefasterresponseto change. By applyingstatisticalprocess

control techniquesto socialnetworkswe candetectchangesin thesenetworks. Hereinwe describethis methodologyandthenillustrateit usingthreedata

sets,of which the first is datasimulatedusingmulti-agentsimulation,theseconddealingwith theemail communicationsamonggraduatestudentsandthe

third theperceivedconnectionsamongmembersof al Qaedabasedon opensourcedata. Theresultsindicatethatthis approachis ableto detectchangeeven

with thehigh levelsof uncertaintyinherentin thesedata.

These networks represent e-mail communication over a period of 14 weeks.  What is an average network?  When did a statistically significant change occur?

Network measurescanbe calculatedfrom the entiregraphor for each

individualnode. Centralitynetworkmeasuressuchasbetweennessand

closenessarewidely usedfor their easilyappliedpracticalapplications

in determininghow informationspreadsthrougha socialnetwork. For

illustration this paper will use one graph level measure,density

(Coleman and Moré, 1983); and two individual node measures

averagedover the graph,closeness(Freeman,1979) andbetweenness

(Freeman,1977). Thesearechosenbecausethey arecommonlyused

in the literature and representa range of the types of measures

availablefor changedetection.

StatisticalProcessControl (SPC)is a techniqueusedby quality engineers

to monitor industrial processesfor change. Once a changehas been

detected,the engineersdeterminethe most likely time the change

occurredto re-examineandresettheprocessto avoid financial lossfor

thecompany. TheCUSUM controlchartis a widely usedSPCmethod

derivedfrom thesequentialprobability ratio test(SPRT)(Page,1961).

TheCUSUM controlchartsequentiallycomparesthestatisticC against

a control limit h until C > h. Sincewe arenot interestedin concluding

thatthenetworkis unchanged,thecumulativestatisticis givenby,

The statisticis comparedto the constantcontrol limit, h. If C+ > h, then

the control chart signals that an increasein a network measurehas

occurred. Sincethis rule only detectsincreasesin the mean,a second

cumulativestatisticrule mustbe usedto detectdecreasesin the mean,

whichsignalsadecreasein anetworkmeasureôsmeanwhen,

Simulateddata is usedin order to inject an organizationalchangeat a

definedpoint in time. With simulateddata,SNCDcanbeexploredin a

more controlled series of virtual experiments. For this initial

investigation,we usea multi-agentsimulationof a 100 nodenetwork,

usingtheConstructsimulationmodel.
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For illustration,theAverageBetweennessmeasureover time is shownfor

bothanetworkthatdoesnotchangeaswell astheabovechange.

No Change

Changeat20

TheCUSUMstatisticis plottedfor thesameseriesof graphsovertime.

No Change

Changeat20

Social Network Change Detection provides a much more dramatic

indicationof thechangeat timeperiod20.
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