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Abstract 

Failure to supply a care provider with timely access to a pa-
tient's medical record can lead to patient harm or death. As 
such, healthcare organizations often endow care providers 
with broad access privileges to electronic medical record 
(EMR) systems.  In doing so, however, care providers may 
access a patient's record without legitimate purpose and vio-
late patient privacy.  Healthcare privacy officials use EMR 
access logs to investigate potential violations. The typical log 
is limited in its information, so that it is often necessary to 
merge access logs with other information systems. The prob-
lem with this practice is that sensitive information about pa-
tients and care providers may be disclosed in the process. 

 In this paper, we present a privacy preserving technique that 
enables linkage of disparate health information systems with-
out revealing sensitive information.  The technique permits 
any number of vested parties to contribute to audit investiga-
tions without learning information about those being investi-
gated. We motivate the protocol in a real world medical cen-
ter and then generalize the protocol for implementation in 
existing healthcare environments. 

Keywords:  Privacy, Confidentiality, Computer Security, Elec-
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Introduction 

In the mid-1990’s the National Research Council of the United 
States concluded that electronic medical record (EMR) sys-
tems increase the potential for the inappropriate disclosure of a 
patient’s health information to parties both inside and outside 
of healthcare organizations. [1] The commission recom-
mended that healthcare organizations design and adopt poli-
cies, as well as technologies, to prevent and address intrusions.  
Following recommendations from the NRC and other studies, 
such as [2], state and federal regulations were enacted in the 
United States to regulate the transmission, privacy, and secu-
rity, of electronic personal health information. [3, 4]  Regula-
tions safeguarding medical information have been enacted by 
many other countries as well, including member states of the 
European Union [5], Japan [6], and Australia [7]. 

Technological protections for personal medical information 
have lagged behind policy ratification, which is due in part to 
the complexity of the healthcare environment.  Many off-the-
shelf EMR systems are equipped with role-based access con-
trol (RBAC) [8], a common policy requirement. However, 
RBAC is rarely enforced at point-of-care because a lack of 
medical record availability can cause patient harm or death.  
Rather, hospitals tend to use a “break the glass” model: they 
endow care providers with broad access privileges, but stress 
that harsh punishments will result for system misuse. [9] None-
theless, unauthorized accesses occur.  For instance, since 
2002, the University of California, Davis has fired at least six 
employees, demoted one, suspended one without pay, and re-
trained eighty for inappropriate accesses. [10] 

System misuse is discovered through audits of medical records 
access logs.  A recent survey found that 28 of 28 EMR systems 
incorporate audit capability. [8] Yet, only 10 of the systems 
alert healthcare administrators of potential violations.  A prin-
ciple challenge is that EMR systems do not always contain the 
necessary information to characterize violations.  Oftentimes, 
it is necessary to gather information from other information 
systems.  However, these systems can be controlled by differ-
ent facets of the organization with diverse privileges and pro-
prietary knowledge. 

An EMR Audit Paradox 

Consider the following example. The Vanderbilt University 
Medical Center (VUMC) is a large healthcare organization 
with a centralized EMR system. The EMR access log docu-
ments each medical record viewed, including a timestamp, the 
login of the care provider, and the medical record number 
(MRN) accessed.  It is the role of the VUMC Privacy Office to 
audit the EMR access logs for inappropriate accesses. 

A particular type of access privacy officials look for is pre-
existing relationships between care providers and patients; 
e.g., “Are the care provider and patient coworkers at the uni-
versity?"  Such information is not in the EMR, but is in the 
university’s human resources (HR) knowledgebase. Yet, no 
primary key exists between the EMR and HR databases.  Thus, 
the common attributes are personal identifiers, such as per-
sonal names, demographics, or Social Security Number must 
be used to link the systems. However, the execution of a data-
base join on patient’s identifiers, as shown in Figure 1, would 



 

 

reveal patient-specific information to human resources admin-
istrators, including information on patients that are not univer-
sity employees.  This investigation, though performed for sur-
veillance purposes to detect wrongs committed against patients 
can violate patient privacy. 

 

Figure 1- A query across organizational boundaries can vio-
late patient privacy. 

How can medical privacy officials determine if a patient is an 
employee without revealing patient identifiers? 

Contributions of this Research 

In this paper, we propose a novel protocol called CAMRA 
(Confidential Audits of Medical Record Access) that allows an 
auditor to access information from non-EMR systems without 
revealing the identity of those being investigated.  CAMRA 
leverages a secure protocol in which information is encrypted 
and stored at a third party.  The EMR auditor sends queries of 
encrypted information to the third party to gather information 
from disparate systems for its investigation.  The end result is 
that the identities of those being investigated are never pro-
vided beyond the EMR system.  CAMRA simultaneously en-
hances confidentiality (i.e., no disclosure of person identifiers) 
and security (i.e., improved audit ability) in EMRs. 

Methods 

Record Linkage and Identity Protection 

Record linkage is an activity that is common to a range of 
biomedical environments.  Record linkage within an organiza-
tion is often performed via person-specific identifiers, such as 
name, address, or a unique identifying number (e.g. the Social 
Security Number is a feature frequently used in the United 
States).  However, disclosing identifiers across organizational 
boundaries is often legally prohibited. 

To satisfy legal constraints, biomedical researchers have ap-
plied various techniques to link records on entities without 
revealing identifiers. Secure one-way hash functions were de-
veloped and successfully applied for epidemiological follow-
up studies [11].  Hash functions convert an individual’s identi-
fiers into a pseudonym; e.g., the name John becomes 0sad01a.  
To link information, each record is hashed and matching 
hashes are linked. A limitation of the one-way hash; however, 
is that all organizations linking data must share a hash key.   
The existence of a common key is a security risk because the 
hashed identifiers are susceptible to a “dictionary attack”.  For 

instance, an HR system administrator can hash identifiers until 
it matches a received hash from the medical center.  

This is deemed acceptable risk in France, where the methods 
have been standardized for use at the Securite des Systemes 
d’information [12, 13], but in other countries this model has been 
contested. 

To overcome the use of a common key, alternative methods 
have been proposed.  For instance, Berman proposed a com-
mutative random string technique [14].  In this method, each 
organization generates a string of random characters.  The 
organizations exchange the strings and add them together to 
generate a set of common strings.  Next, the organizations add 
identifiers (e.g., names, dates, etc.) to the random strings and 
compare the results. 

One-way hashing renders it impossible to recover the original 
identities.  Once records are linked, the organization must sac-
rifice the knowledge of the corresponding identities.  This is 
adequate when identity is not needed.  However, this model is 
not acceptable for EMR audits.  To complete a privacy audit 
the EMR administrator must append knowledge to the identi-
ties of the individuals under investigation. 

Commutative Cryptography for Record Linkage 

In this research, we adopt a commutative method. Specifically, 
we leverage a cryptographic technique called quasi-
commutative encryption [15].  Each organization encrypts and 
decrypts identifiers to satisfy the following commutative prop-
erty: 

H(H(John_Doe, ε1), ε2) = H(H(John_Doe, ε2), ε1) 
 

for any ordering of keys ε1,… , εn and a function H. 

A crucial distinction between the proposed method and prior 
models is that the function we apply can be converted into an 
asymmetric keyed cryptosystem.  In other words, key εi can be 
paired with a key κi so that the original identifying value can 
be recovered using the same function, but different keys.  So, 
organizations can encrypt and decrypt identifiers, such that 

H (H (H (H (John_Doe, ε1), ε2), κ1), κ2) = John_Doe. 

Fortunately, a variant of RSA cryptography satisfies these 
properties, such that H(x, y) = xmod(n)y. RSA is an accepted 
standard for secure messaging in healthcare systems, so the 
CAMRA protocol can be built on top of existing healthcare 
information technology infrastructure.  Unlike how RSA is 
used in practice; however, we define a private-key system, 
such that no organization discloses any keys. Note, the switch 
from a public to a private-key system does not require chang-
ing infrastructure. 

CAMRA Overview 

The CAMRA protocol is designed so that disparate organiza-
tions can share encrypted versions of their identifiers with a 
“semi-trusted” third party.  The third party is trusted to cor-
rectly execute a record linkage function, but the third party is 
not trusted to view the original identifiers for which it is per-
forming the linkage. The third party analyzes queries of en-
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crypted identifiers from the EMR auditor and responds with 
either encrypted identifiers linked to relevant information for 
another organizations information system or “No Link Made”. 
The feedback that is provided to the EMR auditor is encrypted 
information from which only the auditor, not even the third 
party, can learn the identifiers. 

Let us walk through a basic, high-level, implementation of the 
CAMRA protocol.  In this version, there are two organiza-
tions, such as the VUMC and the HR divisions in the example 
above. Figure 2 provides an illustration of the process. 

 

Figure 2- Enrichment of access logs via the CAMRA protocol. 

Step 1: Encrypt. The two organizations commutatively en-
crypt each other’s datasets.  Upon completion of this process, 
the organizations send their encrypted records to the third 
party. At no point throughout the encryption process can either 
participant achieve a dictionary attack because the records are 
not encrypted with the same key. After completion of the en-
cryption phase, all records are comparable because they are 
encrypted with both of the participants’ encryption keys. [16] 

Step 2: Link. Upon reception of the commutatively encrypted 
records, the semi-trusted third party performs record linkage 
on the encrypted identifiers. A list of matches, if any, is pro-
duced and sent back to the EMR auditor. 

Step 3: Decrypt. The EMR auditor initiates a commutative 
decryption of the linked records. In the end, this provides the 
auditor with a list of decrypted identifiers that are linked to 
relevant information from outside of the EMR. 

The above overview describes salient features of the proposed 
methodology.  This example illustrates the architecture of the 
CAMRA protocol, but it obscures the exact ordering and man-
ner by encryption and decryption process. 

The CAMRA Protocol 

We now describe the CAMRA protocol in more detail, as well 
as show how the protocol generalizes to settings with an arbi-
trary number of participating organizations. 

To implement the commutative encryption and decryption 
required for CAMRA, each of the participating organizations 
must encrypt/decrypt each organization’s sets of identifiers. To 
achieve this goal, two technical aspects must be in place. The 
first is a protocol for how to use maintain and use encryp-
tion/decryption keys at each organization.  The second is a 
routing scheme is that specifies the order according to which 
organizations exchange sets of identifiers to eventually pro-
vide the semi-trusted third party with a set of encrypted, com-
parable records. 

Protocol keys.  Let DV and DR be the sets of patient and em-
ployee identifiers held by the VUMC and HR, respectively.  
Similarly, let 〈εV,κV〉 and 〈εR,κR〉 be the keys for the VUMC 
and HR, respectively.  After commutative encryption the HR 
has H(H(DR, εR), εV).  Notice, however, that HR is also in pos-
session of H(DV, εV), which it received from the VUMC.  
Now, since HR can decrypt commutatively, it can generate 
H(H(H(DR, εR), εV), κR), which results in H(DR, εV).  The con-
sequence is that now the HR can compare its records and the 
VUMC records as if they were singly hashed by the VUMC: 
H(DR, εV) compared to H(DV, εV).  This problem was recog-
nized in [16] and so, to prevent such leaks, it is necessary to 
use “blinding”. 

More formally, let K be the set of organizations that share in-
formation with the third party. Each organization (k=1,...,K)  
will maintain two pairs of 〈encryption, decryption〉 keys,  

〈εb
k , κb

k〉  and  〈εm
k , κm

k〉, 

for an agreed upon quasi-commutative hash function H as de-
fined above.  The function H is made public, however, all keys 
are kept private to each organization. The first key pair is used 
for “blinding” purposes (superscript b) by organization k with 
its own set of records, akin to the blind signature process de-
fined in the original description of untraceable payment sys-
tems [17].  Blinding the records prevents leaks of information 
as illustrated above.  The second key pair corresponds to 
“multi-party” keys, which each organization uses to encrypt/ 
decrypt each organization’s set of records. 

Record Routing. Alternative routing schemes share the prop-
erty that each participating organization starts and ends each 
round of commutative encryption (initial and final) with its 
own set of records. In other words, each organization will 
blind its records before sending them according to a pre-
specified routing scheme for commutative encryption. The 
organization will then remove the blinding from its records 
before sending them to the third party after all other organiza-
tions have encrypted it with their multi-party key. 

Figure 3 depicts two possible routing schemes. The left panel 
shows a circular routing procedure based on commutative pro-
tocols. This procedure is efficient in terms of communication 
costs, but it requires that a peer-to-peer architecture be set in 
place.  In contrast, the centralized routing model, shown in the 
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right panel, are more computationally expensive, but can take 
advantage of existing network architectures that are designed 
for high-speed environments with dedicated and trusted com-
munication channels  

 The best routing option will depend on the features of the 
organizations involved in the audit.  Regardless, the security of 
the CAMRA protocol does not depend on the specific routing 
scheme that is implemented. 

The complete CAMRA protocol is executed as follows. 

Step 1: Blinding to Encrypt. Each organization k creates a 
dataset of dummy records and adds them to their own set of 
EMRs, and encrypts the resulting set of records Dk using εb

k.  
After this initial encryption, a blinded dataset H(Dk , εb

k) exists 
for, and is in the sole possession of, each organization. 

  

Figure 3- Two alternative routing schemes from organization 
k to the third party (in the middle). Nodes are different or-

ganizations and numbered edges are routing steps. 

Step 2: Commutative Encryption. Each organization en-
crypts its blinded records with its multi-party key and sends 
the result to organizations following the pre-specified routing 
scheme. Each organization encrypts the received sets of re-
cords its multi-party key, shuffles the order of the records, and 
continues to send the records around according to the routing 
scheme. At the end of this process, each organization k is in 
the possession of  

H(H(H(... H(H(Dk , εm
1), εm

2) ... εm
K-1), εm

K), εb
k). 

Notice that the blinding key εb
K must be removed if the third 

party is to perform record linkage.  This is where commutative 
decryption is handy.  Organization k can remove the blinding 
simply by decrypting with κb

k. 

Step 3: Encrypted Record Linkage. Each participating or-
ganization sends the resulting dataset to the semi-trusted third 
party, who performs record linkage over the set of encrypted 
EMRs. The resulting list is sent to the EMR auditor. 

Step 4: Blinding for Decrypt. Upon reception, the auditor 
selects a new pair of blinding keys and blinds the list. 

Step 5: Full Decryption. As in Step 2, the auditor, sends the 
encrypted list of matches to each organization according to the 
routing scheme. Now, each organization decrypts the list and 
sends it back to the auditor. Once every organization has de-
crypted the list, the auditor decrypts to remove the remove the 
blinding key. 

Results 

The CAMRA protocol is based upon our previous work on 
collusion resistant protocols [16] and inherits some of its de-
sirable properties. We list them below. 

Collusion-Resistant. It is possible to show that no set of or-
ganizations can successfully collude to learn the identifiers in 
the encryptions sent by the EMR auditor.  Similarly, the EMR 
auditor can not collude with any set of organizations to learn 
the contents of another organization’s set of records without 
proceeding through the commutative decryption process. 

It is important to note that collusion resistance in CAMRA 
extends to prevent the third party from colluding with organi-
zations against the EMR auditor.  For instance, imagine the 
third party passes the VUMC records to HR.  HR will learn 
which records the EMR and HR have in common, but will not 
know which records they correspond to.  This is because 1) 
HR never decrypts records in CAMRA and 2) the VUMC 
shuffled the encrypted HR records.  In doing so, HR can not 
determine which of its encrypted records corresponds with any 
of its unencrypted records.  The fact that HR can not complete 
decryption without the assistance of the VUMC is the benefit 
of using a multiparty authentication mechanism with a single 
organization that is capable of decryption. 

Detection of Malicious Actions. Collusion is a primary con-
cern when organizations act according to the specified proto-
col.  However, beyond collusion, there are actions that an or-
ganization can take to prevent record linkage from being cor-
rectly executed at the third party.  For instance, an organiza-
tion may use a faulty encryption key during the encryption 
process and the following comparison could be made by the 
third party: 

H(H(John, ε m
VUMC), εm

HR) ≠ H(H(John, εbad
HR), ε m

VUMC) 

In this case, HR correctly used εm
HR with the name John from 

the first set of records (on the left), but inserted a “bad” key 
into the commutative encryption process to encrypt John in the 
second set of records (on the right).  As a result, the names are 
not properly linked. 

Fortunately, the CAMRA protocol can be extended to detect 
such malicious behaviors both during the encryption process 
and during the decryption process.  These extensions are de-
scribed in [16] and are important when trust between organiza-
tions is low. 

Scalable. The CAMRA architecture is extendible in several 
ways.  First, the security protocol is not limited by the number 
of organizations that are involved in the investigation.  To 
increase the number of organizations that contribute to an au-
dit, we only need an additional set of encryption/decryption 
keys. Second, CAMRA can be augmented so that each partici-
pating organization is provided with differential responses.  To 
do so, the third party can send a response list to each organiza-
tion.  Each organization can use its own set of blinding keys to 
perform decryption.  Yet, this extension must be performed 



 

 

with caution as it violates collusion resistance property (i.e., 
the third party can collude with any organization). 

Discussion 

The CAMRA protocol illustrates that privacy does not have to 
be sacrificed in healthcare operations.  The protocol prevents 
the disclosure of identifiers during the audit process.  Nonethe-
less, the protocol has certain limitations that we now address. 

Towards a Fault Tolerant Model 

Typographical errors and variation of personal information are 
a part of healthcare. For instance, an entity’s name may be 
“Jon” in the EMR, but “Jonathon” at HR. Traditional record 
linkage methods account for such issues through string com-
parators and probabilistic matching algorithms [18].  Unfortu-
nately, hashes and encrypted and encrypted versions of identi-
fiers do not retain their similarities.  As a consequence, linking 
encrypted identifiers can trigger false matches and non-
matches. 

Recently, methods have been proposed to measure the similar-
ity between strings in an encrypted environment [19]. How-
ever, existing methods do not scale for use with CAMRA.  
This is because these methods are based on protocols that are 
designed for use between two organizations.  Moreover, due to 
the cryptographic basis of these methods, they do not scale 
beyond two organizations.  Yet, the CAMRA protocol is ap-
plicable to environments in which two or more organizations 
are involved.  The development of scalable record linkage 
algorithms for encrypted data will limit the false non-linkage 
rate in CAMRA. 

Third Parties in Healthcare 

In the realm of healthcare, third parties are leveraged for a 
variety of purposes, including data warehousing, data aggrega-
tion, and brokering.   Yet, from a data security perspective, the 
less number of organizations that handle data the better.  As 
such, a more attractive possibility is to remove the third party 
from EMR auditing. Research in computational theory has 
shown that third parties can be removed from cryptographic 
protocols without sacrificing the level of security.  However, 
the application of such theory in the real world is limited be-
cause resulting protocols are computationally burdensome and 
inefficient for daily practice.  Nonetheless, minimal informa-
tion sharing is the key to maintaining privacy in healthcare 
systems. We intend on developing confidential EMR audits 
models that limit the involvement of third parties. 
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